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Abstract 

MAC layer based defense architecture for RoQ attacks in Wireless LAN is proposed, which includes 

the detection and response stages. The attackers are identified by checking the RTS/CTS packets from 

the MAC layer and the corresponding attack flows are blocked or dismissed. The simulation results are 

exhibited to demonstrator the performance of the proposed strategy. In this paper a defense plot that 

includes the detection and response stages is proposed. Detection utilizes three status esteems that can 

be obtained from the MAC layer: frequency of receiving RTS/CTS packets, frequency of sensing a 

bustling channel, and the quantity of RTS/DATA retransmissions. In request to test the performance of 

proposed method the NS2 simulator on Fedora platform is used. The performance of the proposed MAC 

Layer Based Defense Architecture for Reduction-of-Quality (RoQ) attack is contrasted and the Shrew 

filter (frequency domain method).The Shrew filters are taken for comparison, as its detection rate is 

high. The results are thought about as far as Received Bandwidth and Packet Loss by varying the 

quantity of attackers and attack period. 

Keywords: Cross Layer, MAC Layer, Intrusion Detection, Wireless Sensor Network 

1. INTRODUCTION  

As of late an option to DDoS (Distributed 

Denial of Service) attacks called shrew attacks 

or Reduction-of-Quality (RoQ) attack has been 

recognized, which is especially difficult to 

distinguish. The RoQ attack can use source and 

destination IP address spoofing, and they don't 

have distinct periodicity, and may not filter the 

attack packets precisely. There are numerous 

possibly disturbing threats to wireless local area 

networks (WLANs). The security issues which 

are ranging from mis-configured wireless 

access points (WAPs) to session hijacking to 

Denial of Service (DoS) influences the WLAN. 

Wireless networks are additionally helpless on 

the particular threats in the wide array of 

802.11, other than the TCP/IP based attacks 

which are identified with  

 

the wired networks. A security solution which 

includes an intrusion detection system (IDS) 

ought to be used by the WLANs in request to 

assist in the defense and detection of these 
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potential threats. Indeed, even organizations not 

having a WLAN ought to consider an IDS 

solution since it might be risky because of 

wireless threats. WLAN are presented to an 

assortment of threats.  

The standard 802.11 encryption technique, 

known as Wired Equivalent Privacy (WEP) is 

flimsier. The programmers attack a WLAN and 

gather the delicate data by introducing a 

misbehaving WAP into the WLAN coverage 

area. The misbehaving WAP can be designed 

like an actual WAP because a few wireless 

clients are connected essentially to the WAP 

with the best signal strength. Moreover, the 

users can be "caught" to connect with the 

misbehaving WAP unintentionally. At the point 

when a user is related, every one of the 

communications can be monitored by the 

programmer through the misbehaving WAP. 

Apart from the programmers, misbehaving 

nodes can likewise be introduced by the users. 

At the point when minimal effort and simple 

implementation is combined with the flexibility 

of the wireless network communications, the 

WLANs can be exceptionally attractive to the 

users.  

2. PROPOSED DEFENSE TECHNIQUE  

In this section a defense plot that includes the 

detection and response stages is proposed. 

Detection utilizes three status esteems that can 

be obtained from the MAC layer: frequency of 

receiving RTS/CTS packets, frequency of 

sensing a bustling channel, and the quantity of 

RTS/DATA retransmissions. At the point when 

the quantity of RTS/CTS packets received 

surpasses a certain threshold RCth, it indicates 

that too numerous nodes are within the 

transmission range to vie for the channel. At the 

point when the channel is sensed to be in a 

bustling state, a hub will persist in the backoff 

stage and stop the CW check. At the point when 

the stopping time is longer than a threshold 

SEth, it indicates that too numerous nodes are 

within the interference range. The proposed 

algorithm uses the concept that RTS and CTS 

esteems between two communicating nodes can 

be seen by a passive server and it can set the CB 

accordingly. This distinguishes and isolates the 

attackers. 

 

Figure 1: RTS/CTS monitoring by Server 
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The Server executes the following algorithm, to 

identify the attackers. 

2.1 Detection and Prevention Algorithm  

1. Let initial time interval = t1  

2. Server checks RTS/CTS packets and 

calculates CB.  

3. If CB ≠ 000, then  

4. If CB = 100 or 010 or 001, then  

5. Mark the source status as normal and 

transmit CB to the source.  

6. Else if CB = 110 or 101 or 011, then  

7. Mark the source status as suspected and 

transmit CB to the source.  

8. Else if CB = 111, then  

9. Mark the source status as attacker and 

transmit CB to the source.  

10. End if  

11. End if  

12. t1 = t1 + 1  

13. Repeat the steps from 2  

14. If t1 = 3 and source status = attacker, 

then 

15. Remove the node from the list.  

16. Block all the traffic from the attacker  

17. Else If t1 = 4 and source status = 

suspected, then  

18. Remove the node from the list.  

19. Block all the traffic from the attacker  

20. End if  

3. SIMULATION RESULTS  

In request to test the performance of proposed 

method the NS2 simulator on Fedora platform 

is used. The performance of the proposed MAC 

Layer Based Defense Architecture for 

Reduction-of-Quality (RoQ) attack is 

contrasted and the Shrew filter (frequency 

domain method).The Shrew filters are taken for 

comparison, as its detection rate is high. The 

results are thought about as far as Received 

Bandwidth and Packet Loss by varying the 

quantity of attackers and attack period.  

3.1 Effect of Varying Attackers  

In first analysis, the quantities of attackers are 

changed, as 2, 4, 6 and 8 in requests to compute 

the received bandwidth and packet loss of the 

genuine users (if it's not too much trouble see 

figures). 

 

Figure 2: Attackers vs Bandwidth 
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Figure 2 demonstrate the received bandwidth 

for typical genuine users by varying the 

quantity of attackers. It shows that the 

bandwidth received for ordinary users is more 

for the situation of MLDA when contrasted and 

SHREW. Figure 4.3 illustrates that the packet 

loss because of attack is more in SHREW when 

contrasted with MLDA, under varying the 

quantity of attackers. 

 

Figure 3: Attackers vs Loss 

4. COMPARISON OF CROSS LAYER 

AND MAC LAYER BASED TECHNIQUES 

FOR INTRUSION DETECTION  

To look at the performance of the Cross Layer 

based and MAC layer based proposed 

techniques the three measurements are 

considered i.e Delivery Ratio, Misdetection and 

False Positive Rate. The attack traffic rate is 

fluctuated as 50, 100, 150, 200 and 250kb to 

look at both the techniques. The NS2 simulator 

was used. The results are displayed in figure 4.9 

to 4.11. We look at our two intrusion detection 

techniques: Cross-layer based and the MAC 

layer based defense (MLDA) architecture. 

Figure 4 shows the delivery ratio of our cross-

layer system and MLDA. From the figure, we 

can see that packet delivery ratio is more in 

cross-layer conspire when contrasted and 

MLDA plot. The misdetection ratio of proposed 

cross-layer system and MLDA is appeared in 

figure 5. From the figure, it is seen that the 

misdetection ratio is altogether less in cross-

layer conspire when contrasted and MLDA 

plot, since it accurately recognizes the 

intrusion. Figure 6 shows the bogus positive 

rate of proposed cross-layer procedure and 

MLDA. The cross-layer conspire attains low 

bogus positive rate, when contrasted and 

MLDA plot, since it accurately identifies the 

intrusion. It is concluded that both the 

techniques are productive in the different 

situation and for different reason. 
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Figure 4: Attack Rate vs Delivery ratio of MLDA and CLB 

 

Figure 5: Attack Rate vs Misdetect of MLDA and CLB 
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Figure 6: Attack Rate vs false positive of MLDA and CLB 

5. CONCLUSION  

A MAC Layer Based defense conspires was 

created for Reduction-of-Quality (RoQ) attacks 

in WLAN that includes the detection and 

response stages. The detection system used 

three status esteems that are obtained from the 

MAC layer: frequency of receiving RTS/CTS 

packets, frequency of sensing a bustling 

channel, and the quantity of RTS/DATA 

retransmissions. The proposed MAC Layer 

Based Defense Architecture for Reduction-of-

Quality (RoQ) is contrasted and  

 

Shrew filter (domain frequency) by varying the 

quantity of attackers and attack period (0.5 Sec. 

to 20 Sec.).The simulation results show that the 

proposed system lessens the attack throughput 

there by increasing the received bandwidth and 

reducing the packet loss of real users. The 

comparison is additionally made between MAC 

layer and cross layer based method. The results 

demonstrated that Cross layer based defense 

conspire is increasingly effective as contrasted 

and Shrew filter (frequency domain strategy) 

for detecting a RoQ attack in Wireless LAN.  
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